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Super Duper, Inc. dba Super Duper Publications 

Data Security and Privacy Plan 

 

 

Super Duper, Inc. shall maintain Student Data for and on behalf of the District – in 

accordance with the Family Educational Rights and Privacy Act (“FERPA”), 20 U.S.C. § 

1232g(a)(4)(A)(ii), 1232g(b)(1) -- for the purpose of providing HearBuilder Online services 

(herein “Licensed Product”). Super Duper, Inc. may use the Student Data to conduct 

collection of metrics to track student progress and performance for teacher reporting 

activities, including, but not limited to, longitudinal studies, alignment studies, and norming 

studies for the benefit of the District and/or for the collective benefit of multiple Districts, as 

permitted by FERPA.  

 

Personally identifiable information ("PII") derived from Student Data provided to Super 

Duper, Inc. may be disclosed only to Super Duper, Inc. employees who have a legitimate 

educational interest in maintaining, organizing, or analyzing the data for uses authorized in 

their Licensed Product. PII derived from Student Data and maintained by Super Duper, Inc. 

shall not be further disclosed by Super Duper, Inc., except as allowed by FERPA.  

 

Super Duper, Inc. is strongly committed to the privacy of Customers and Students, 

particularly the privacy of children. Super Duper, Inc. complies with the requirements of the 

Children' s Online Privacy Protection Act of 1998 ( COPPA), the Children' s Internet 

Protection Act (CIPA), and FERPA regarding the information collected and maintained by 

Super Duper, Inc.. Accordingly, we will not collect, use or disclose personal information 

covered by COPPA, CIPA, and FERPA except in compliance with the respective 

requirements of each of these statutes and their associated regulations.  

 

With respect to CIPA, Super Duper, Inc.'s Licensed Product is self-contained and does not 

provide links to external resources or chat rooms. Moreover, HearBuilder Online does not 

contain any offensive or inappropriate matter. As a result, any school or clinic that uses 

HearBuilder Online will be fully compliant with CIPA.  

 

We will also comply with all other applicable laws which govern the information maintained 

by Super Duper, Inc.. 

 

Super Duper, Inc. limits access to Protected Data to authorized staff in various ways. Some 

of these ways include, but are not limited to: 

 

• Super Duper, Inc. employees pass pre-employment background checks. 

• Employee roles are separated and monitored logged through password-protected, 

secure internal network. 

• Account access is tailored narrowly to specific roles to limit access to Protected Data. 

For example, a customer service agent may confirm a password reset request initiated 

by the Customer, but not able to access Student Data affiliated with said Customer. 

• Super Duper, Inc. premises is accessible only through logged key-card access. 

• Facilities are monitored 24/7/365 by video surveillance and monitored onsite. 
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• Access to Protected Data is monitored and logged. 

• Super Duper, Inc. is committed to ongoing training, supervision, and assessment of 

employees so that staff will be trained to be compliant with education laws and 

demonstrate they understand the depth of their responsibilities according to said laws. 

• Training and assessment will take place at a minimum on an annual basis and when 

changes, if any, occur to relevant federal and state laws. 

• At a minimum, Super Duper, Inc. annually reviews its policies and procedures to stay 

current with federal and state laws regarding data privacy and security. 

 

Below is an outline of how Super Duper, Inc. employs “best practices” and industry 

standards with respect to data storage, privacy and protection of data: 

 

• Any sensitive online information is transmitted over secure, encrypted channels via 

SSL as well as other layers of encryption. 

• All Student Data is stored on secure servers utilizing encryption and firewall. 

technology and are not publicly accessible. 

• All Student performance data is stored in a non-identifiable format. 

• Security audits are continuously performed to ensure data integrity. 

• Super Duper, Inc. does not share Student Data with any third parties. If a school 

requests that Student Data should be sent to a third party, Super Duper, Inc. sends the 

data to the school and never directly to the third party. 

 

Super Duper, Inc. is dedicated to the privacy of children under 13 years of age. We do not 

process or collect from children more personal information than is needed to access services. 

The Customer is responsible for obtaining all parental consent necessary for collection of 

personal information from children under 13. Super Duper, Inc. presumes that such consent 

has been obtained by Customer by virtue of the Customer having retained Super Duper, Inc. 

to provide its services.  

 

Parents may review their Student' s PII by contacting the Customer. If a request is made to 

Super Duper, Inc., we will look to the Customer to validate the request and respond 

accordingly.  

 

Super Duper, Inc. will not share any personal information about children with any third 

parties other than as specified in this Privacy Policy. 

 

Super Duper, Inc. does not sell, rent, or lease Customer data to third parties. Super Duper, 

Inc. may share data with trusted partners to help promote safety and security, provide 

customer support, and to provide the Licensed Product. All such third parties are prohibited 

from using the Protected Data except to provide these services to Super Duper, Inc., and they 

are required to maintain the confidentiality of Customer information in compliance with 

federal and state laws.  

 

Super Duper, Inc.'s web hosting company, Rackspace, Inc. complies with this Data Security 

and Privacy Plan, and provides a number of additional security measures. These include, but 

are not limited to, the following: 
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• Performs pre-employment background screening on all employees with access to 

Super Duper, Inc. data. 

• Restricts administrative access codes specific to Vendor accounts and all activity is 

logged. 

• Agrees to maintain physical, technical, and administrative safeguards defined in the 

Payment Card Industry-Data Security Standard (PCI-DSS). 

• Staffs all data centers 24/7 /365 and monitored by video surveillance and viewed by 

onsite security force. 

• Conducts routine audits and use of electronic access control system which logs access 

to physical facilities. 

• Limits access to physical facilities to authorized individuals by proximity-based 

access cards and biometric hand scanners. 

• Adheres to the best practice standards of ISO 27002; SSAE 16 and ISAE 3402 

compliance frameworks; as well as AT 101 compliance framework. The annual SOC 

reports are reviewed by Super Duper, Inc. and can be made available upon request. 

• Reports any material breach of security which results in unauthorized access to 

Vendor data. 

 

For more information specific to Rackspace, Inc., please consult Rackspace Inc. 's Global 

Security Practices found here:  

https://www.rackspace.com/information/legal/securitypractices  

 

 

 

Privacy Contact lnformation  

 

Super Duper, Inc. takes privacy issues very seriously. If you have any questions, suggestions 

or concerns, please contact us at:  

 

Super Duper, Inc.  

ATTN: Privacy Concerns  

5201 Pelham Road  

Greenville, SC 29615  

 

Phone: 1-800-277-8737  

Email: privacy@superduperinc.com  
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