ROSEVILLE CITY Technology Services
SCHOOL DISTRICT

Est. 1869

1050 Main Street Roseville, CA 95678
Phone (916) 771-1645 Fax (916) 771-1650

Laura Assem, Director of Technology

Vendor Statement of Compliance
Data Privacy and Protection

This agreement is entered into between the _Roseville City School District (“LEA” or “District”) and

ClaSS TEChnO|OgieS Inc. (“Service Provider”) on 02/18/2021 (“Effective Date”).

WHEREAS, the LEA and the Service Provider entered into an agreement for Educational Technology
services;

WHEREAS, the LEA is a California public entity subject to all state and federal laws governing education,
including but not limited to California Assembly Bill 1584 (“AB 1584"), the California Education Code, the
Children’s Online Privacy and Protection Act (“COPPA”), and the Family Educational Rights and Privacy Act
(“FERPA”);

WHEREAS, AB 1584 requires, in part, that any agreement entered into, renewed or amended after January
1, 2015, between a local education agency and a third-party service provider must include certain terms;

NOW, THEREFORE, the Parties agree as follows:

Section I: General - All Data

1. PASSWORD SECURITY. All passwords are considered secure. Vendors may not disseminate any passwords
unless specifically directed by Educational or Technology Services management. Vendors will not provide
information concerning Admin accounts (ROOT Admin, container Admin, local NT administrator or Domain
administrator) or their equivalent to any persons. District personnel ONLY will disseminate this
information. Vendors will never create "back door" or "generic" user accounts on any systems unless
specifically directed to do so by LEA management.

Agree: Yes @ NOO

2. SYSTEM SECURITY. Unauthorized access to or modification of District systems including file servers,
routers, switches, NDS and Internet services is prohibited. Any attempt to bypass or subvert any District
security system, both hardware, and software is prohibited.

Agree: Yes (o) No ()

3. PRIVACY. The vendor will adhere to all provisions of the Federal Family Educational Rights and Privacy Act
(FERPA, 20 U.S.C. 123g), California Education Code and district policies regarding the protection and
confidentiality of data. At all times, the vendor will consider all data collected in the course of their duties to
be protected and confidential. Release of this data can only be authorized by Technology & Information
Services management and state and federal law.

Agree: Yes @ NOO
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Section I: General - All Data (Continued)

4. REUSE: Vendors shall not copy, duplicate, sell, repackage or use for demonstration purposes any Roseville
City School District data without the prior, written consent of Educational or Technology Services
management.

Agree: Yes @ NOO

5. TRANSPORT: Vendor must provide a secure channel (S/FTP, HTTPS, SSH, VPN, etc) for the District to
"push” data to the vendor and to extract data as required. Vendors will not have direct access to District
systems and will not "pull" data at any time.

Agree: Yes @ NoO

6. EXTERNAL SECURITY: Vendor must attach to this document reasonable evidence that their system is
secure from external hacking and attacks. Devices such as firewalls and technologies such as NAT are the
minimum requirements. Active IDS or similar technology is preferred.

Agree: Yes @ NOO

7. INTERNAL SECURITY: Vendors must attach to this document reasonable evidence that their system is
secure from internal hacking and attacks. Describe the interactions vendor personal (or their
representatives) will have directly with District data. How is uploaded data from the District handled and
processed? Who has access to this data? What happens to the data after the upload is complete? What
security safeguards are in place to protected unauthorized access to District data? How are backup
performed and who has access to and custody of the backup media? How long are backup maintained; what
happens to the District data once the backup is "expired"? If any data is printed, what happens to these
hard copy records?

Agree: Yes (@) No (O

8. DISTRICT ACCESS: Vendor must provide a secure means (see Item 5 above) for the District to extract ALL
data from the vendor system. This can either be an online extraction tool or a vendor-provided extract as
needed by the District (not to exceed quarterly). Describe the means and format of the data (delimited,
Excel, MDB, SQL Dump).

Agree: Yes @ NOO

9. TERMINATION: Upon termination of this agreement as provided herein, the vendor will permanently
delete all customer data from their system as allowed by state and federal law. Vendor may be required to
certify the destruction of LEA data within 90 days of contract termination.

Agree: Yes @ No@
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Section II: AB1584 Compliance - Student Information Only

1.

Vendor agrees that the Roseville City School District retains ownership and control of all student data.
Agree: Yes @ No O

Vendor must attach to this document a description of how student-created content can be exported and/or
transferred to a personal account.

Agree: Yes @ NOO

Vendor is prohibited from allowing third-parties access to student information beyond those purposes
defined in the contract.

Agree: Yes @ No@

Vendor must attach to this document a description of how parents, legal guardians and students can review
and correct their personally identifiable information.

Agree: Yes @ No O
Vendor will attach to this document evidence how student data is kept secure and confidential.

Agree: Yes @ NOO

Vendor will attach to this document a description of procedures for notifying affected parents, legal
guardians or eligible students when there is an unauthorized disclosure of student records.

Agree: Yes (@) No(O)

Vendor certifies that student records will not be retained or available to a third party once the contract has
expired or is canceled (See Page 2, Item 9).

Agree: Yes @ NoO

Vendor will attach to this document a description of how they and any third party affiliates comply with
FERPA.

Agree: Yes @ NOO

Vendor and its agents or third parties are prohibited from using personally identifiable information from
student records to target advertising to students

Agree: Yes @ NOO
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Section III: SB 1177 SOPIPA Compliance - Student Information Only

1. Vendors cannot target advertising on their website or any other website using information acquired from
students.

Agree: Yes @ NoO

2. Vendors cannot create a profile for a student except for school purposes as defined in the executed
contract.

Agree: Yes @ NOO
3. Vendors cannot sell student information.

Agree: Yes @ NOO

4. Vendors cannot disclose student information unless for legal, regulatory, judicial, safety or operational
improvement reasons.

Agree: Yes @ NOG

5. Vendors must attach to this document evidence of how student information is protected through
reasonable security procedures and practices.

Agree: Yes @ No O
6. Vendors must delete district-controlled student information when requested by the District.

Agree: Yes @ NOO

7. Vendors must disclose student information when required by law, for legitimate research purposes and for
school purposes to educational agencies.

Agree: Yes @ NOO

As an authorized representative of my organization, I accept the conditions listed in this document.

TESS FRAZIER Laura Assem, 3/1/2021

Print Name Print Name (Roseville City School District)
Teas Frazguen M\ @
Signature, D& 18 FEBRUARY 2021 Signature, Date (Roseville City School District)
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EXHIBITS

Section 1.6: External Security
system monitoring protocols and tools utilized in this platform.

Atlassian Jira and Confluence SaaS are used to track project deliverables, practices, and artifacts

Sentry.io SaasS is used to aggregate crash and error reporting data and for error analytics

GitHub Actions Saas is used to automate the continuous integration and continuous delivery and deployment processes
AWS Web Application Firewall protects the Class for Zoom Web APIs and Web content delivery network against
common exploits which can compromise product security or limit availability due to denial of service attacks

Application and infrastructure log events are sent to AWS CloudWatch and key security and infrastructure change events
are audited via AWS CloudTrail

Section 1.7: Internal Security

The Class teaching and learning application deployment model implements dedicated tenancy as
opposed to multi-tenant core APIs in order to better secure key student data assets

Section I1.2: Exporting of Student-Created Content
Please refer to Class Privacy Policy. https://www.class.com/privacy-policy/

Receive their Data and have it transferred to another controller. Users have the right to receive their
Data in a structured, commonly used and machine readable format and, if technically feasible, to
have it transmitted to another controller without any hindrance. This provision is applicable provided

that the Data is processed by automated means and that the processing is based on the User’ s
consent, on a contract which the User is part of or on pre-contractual obligations thereof.

Section I1.4: Review and Correcting Personally Identifiable Information (PII)
Please refer to Class Privacy Policy. https://www.class.com/privacy-policy/
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EXHIBITS

Section I1.5: Securing Student Data

Please refer to Class Privacy Policy. https://www.class.com/privacy-policy/

The Class LMS deployment model implements dedicated tenancy as opposed to the multi-tenant core APIs in order to
better secure key student data assets.

Keys and secrets used by the product application are securely managed in central secure storage using AWS Secrets
Manager.

Zoom Security White Paper: https://zoom.us/docs/doc/Zoom-Security-White-Paper.pdf
STUDENT DATA IS PROTECTED USING ALL INDUSTRY BEST PRACTICES FOR NETWORK AND

PHYSICAL SECURITY. ALL DATA IS ENCRYPTED AS TRANSMITTED AND AT REST.
Section I1.6: Disclosure Notification

Please refer to Class Privacy Policy. https://www.class.com/privacy-policy/

BECAUSE WE ARE GDPR AND CCPA COMPLIANT WE ARE, THEREFORE REQUIRED TO COMPLY WITH

THE BREACH NOTIFICATIONS THEREUNDER. ANY BREACH SHALL BE COMMUNICATED TO IMPACTED
PARTIES WITHIN 24 HOURS.

Section I1.8: Family Educational Rights and Privacy Act (FERPA) Compliance
Please refer to Class Privacy Policy. https://www.class.com/privacy-policy/

Section II1.5: How Student Data is Protected:
Please refer to Class Privacy Policy. https://www.class.com/privacy-policy/
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3/15/2021 RCSD Mail - Class for Zoom conversation follow-up

R‘ SD Laura Assem <lassem@rcsdk8.org>

Class for Zoom conversation follow-up
1 message

Mike Betnun <mike.betnun@class.com> Fri, Feb 26, 2021 at 10:54 AM

To: Laura Assem <lassem@rcsdk8.org>
Cc: Joseph Clark <jclark0O1@rcsdk8.org>

Good morning Laura,

Thanks for your time on our call today, per our conversation | was able to get the rationale behind the language in our
privacy statement from our Senior Vice President & Chief Compliance Officer:

"The section she refers to is required under California Privacy laws (I
understand Roseville is in CA). If you read the language carefully, "sale"
means selling, renting, releasing, disclosing, dissemination, making
available, transferring or otherwise communicating orally, in writing, or by
electronic means, a consumer's personal information by the business to
another business or 3rd party for monetary or other valuable consideration.

This means, for example, a sale can happen whenever an application makes
statistical analyses on the traffic or views, or simply because it uses tools
such as social network plugins and the like.

Let me give a real life example. Say, for example, someone clicks on a
Class advertisement in LinkedIn or in a K-12 publication. We will likely
receive personal data in the form of cookies, device information and usage
data. That's how we know how many people are clicking on our
advertisement, what region they might be in, etc. etc. That is the "sale" of
data referred to above. We are not actually selling their student or teacher
data to anyone. As we stated at the outset, we do not sell your data or
student data. Because of the way CCPA (the California Privacy Law) is
written we must be completely transparent about every possible piece of data
we "might" collect.

I am hoping that this provides you with some clarity should you have any
inquiries from parents. Following a successful launch with the virtual school, |
am looking forward to the prospects of introducing Class to the district.

All my best,

Mike Betnun

Class Technologies Inc.

https://mail.google.com/mail/u/0?ik=a23dee42c1 & view=pt&search=all&permthid=thread-f%3A1692785139084593206%7Cmsg-f%3A1692785139084593206&sim...
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Atlassian Jira and Confluence SaaS are used to track project deliverables, practices, and artifacts

Sentry.io SaaS is used to aggregate crash and error reporting data and for error analytics

GitHub Actions SaaS is used to automate the continuous integration and continuous delivery and deployment processes

AWS Web Application Firewall protects the Class for Zoom Web APIs and Web content delivery network against common exploits which can compromise product security or limit availability due to denial of service attacks

Application and infrastructure log events are sent to AWS CloudWatch and key security and infrastructure change events are audited via AWS CloudTrail
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Receive their Data and have it transferred to another controller. Users have the right to receive their Data in a structured, commonly used and machine readable format and, if technically feasible, to have it transmitted to another controller without any hindrance. This provision is applicable provided that the Data is processed by automated means and that the processing is based on the User’s consent, on a contract which the User is part of or on pre-contractual obligations thereof.
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The Class LMS deployment model implements dedicated tenancy as opposed to the multi-tenant core APIs in order to better secure key student data assets.



Keys and secrets used by the product application are securely managed in central secure storage using AWS Secrets Manager.
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