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Laura Assem, Director of Technology 

Section Ill: SB 1177 S0P1PA Compliance (Student information only) 

I. Vendors cannot target advertising on their website or any other website using information
acquired from stud;nts
Agree: Yes V No __ _ 

2. Vendors cannot create a profile for a student except for school purposes as defined in the
executed contract /
Agree: Yes v No 

---

3. Vendors cannot se\),'Student information
Agree: Yes V No __ _ 

4. Vendors cannot disclose student information unless for legal, regulatory, judicial, safety or
operational improvement reasons
Agree: Yes ./" No __ _ 

5. Vendors must attach to this document evidence of how student information is protected through
reasonable securil)' procedures and practices
Agree: Yes v No 

---

6. Vendors must del5te district-controlled student information when requested by the school district
Agree: Yes v' No ---

7. Vendors must disclose student information when required by law, for legitimate research
purposes and for s.9hool purposes to educational agencies.
Agree: Yes V No ---

As an authorized representative of my organization, I accept the conditions listed in this 
document. 

Roseville City School District Date 

OS/:}� /�O l rtJ 
Date 

5/28/2018



 

 

Exhibits  

Section I.6 External Security: 

The EduTyping Support Team proactively monitors any possible 

vulnerabilities or acts of intrusion.  If a vulnerability is detected, then our 

highly skilled team of developers deploy a patch to all our systems using a 

single docker image.  The team restricts Shell access through generic 

internet use by requiring all individuals to log into a VPN.  Then, the team 

isolates the intrusion and places it into a “container” where it can be 

permanently exterminated. Additionally, EduTyping provides Roseville City 

School District protection from Cloudflare.   

Section I.7 Internal Security: 

Access to stored information is restricted to EduTyping’s CEO, Operations 
Team, and Lead Developers.  Information is never altered, replaced, deleted, 

or added with the express permission of the user. EduTyping does not allow 
Shell access to any web applications.  They are isolated on docker containers 

and servers are never exposed to the internet.  The only way to obtain access 

is to go directly through the VPN.  Containers are recycled every few hours. 
We have daily automated backups for databases and we also version control 

all code releases.  This ensures that easy recovery is possible when/if a 
catastrophic failure occurs.  Additionally, we have multi-zone, point-in-time 

recovery for each of our databases in case of unforeseen natural event(s). 
Cloudflare DDoS Firewall is our protection against denial-of-service attacks.  

Data is uploaded in 1 of 4 ways: individual student upload, batch uploading, 
CSV file uploads, or Clever integration.  All data is deleted upon the 

termination of contract.   

 

Section II.2 Exporting of student created content: 

Student data can be exported directly within the EduTyping platform.  A 

teacher, admin, or district admin has the authority to do so by logging into 

their own individual portal.  The reporting function allows different reports to 

be run and saved.  However, one can export all data at one time by simply 

clicking the “My Account” tab. 

Section II.4 Review and correcting personally identifiable 

information:   



 
The only entity that will have access to review or change personally 

identifiable information will be the individual instructor, admin, or district 

admin.  EduTyping does ask that students log into the portal using a 

username and password created by any of the individuals listed above.  

Personally identifiable information that may be collected include first names, 

last names, and emails.  However if the Roseville City School District would 

like to opt out of this option, then generic usernames and passwords may be 

generated.  

Section II.5 Securing student data: 

All information including student data is securely stored within the continental 

US.  EduTyping utilizes an internal network to transmit information/data to a 
relational database (RDBMS).  All of the above described activity takes place 

on a private subnet without internet access.  Data such as passwords are 
encrypted with a unique environment-based key while at rest.  When the data 

is in transit, EduTyping uses SSL encryption. 

 

Section II.6 Disclosure notification: 

EduTyping manages data breaches by employing dedicated Development 
Operations team members that are tasked with overseeing and managing 

security 24/7 throughout the year. These team members are responsible for 
monitoring and responding to any security threats, including those related to 

data breaches. Additionally, EduTyping restricts Shell access through Secure 
Shell (SSH) use by requiring all individuals to log into a VPN.  This enables our 

team to isolate intrusions and breaches by placing them into “containers” to 

be permanently exterminated.  If there is a data breach, then EduTyping will 
notify Roseville City School District and work together to appropriately notify 

affected parents, legal guardians or eligible students. 

 

Section II.8 FERPA compliance: 

EduTyping is compliant with the Family Educational Rights and Privacy 

Act.  The only student information obtained via EduTyping would be with the 

express permission from Roseville City School District.  System 

Administrators from Roseville City School District using the EduTyping 

platform will have the authority to share student information, but EduTyping 

will not disseminate such data unless in accordance with parties outlined in 

the Family Educational Rights and Privacy Act. 

Section III.5 How student data is protected: 



 
a. All information is specifically housed in the us-east-1 (Virginia) Region. 
Information and Data are transmitted via internal network to a relational 

database (RDBMS).  This takes place on a private subnet without internet 
access. Passwords are encrypted with a unique key that is based on the 

environment. Each environment is provided with an individualized hash key 
that is utilized for password encryption. EduTyping uses SSL encryption to 

protect all in-transit data. All systems are located on Amazon Web Services 
(AWS).  AWS operates under constant vigilance and continuously works to 

improve security.  
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