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Data Security. The Service Provider agrees to abide by and maintain adequate data security measures, 
consistent with industry standards and technology best practices, to protect Student Data from 
unauthorized disclosure or acquisition by an unauthorized person.

Service Provider understands and acknowledges that it shall have in place sufficient protections and internal 
controls to ensure that information is safeguarded in accordance with applicable laws and regulations, and 
understands and agrees that it is responsible for complying with state data security and privacy standards for all 
personally identifiable information from education records, and it shall:
1. Limit internal access to education records to those individuals that are determined to have legitimate
educational interests; and
2. Not use the education records for any other purpose than those explicitly authorized in the Contract and/or
Agreement; and
3. Maintain reasonable administrative, technical and physical safeguards to protect the security, confidentiality
and integrity of education records in its custody;

Parents/guardians or eligible pupils may ask the LEA to transfer possession of personal information held by the 
Vendor to the pupil. Parents, guardians, or pupils should submit to the school principal written request 
identifying the information they wish to transfer. Vendor will cooperate with the LEA to accommodate any 
transfer request including providing options by which a pupil may transfer pupil-generated content to a pupil’s 
personal account.

LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student may review 
personally identifiable information on the pupil’s records, correct erroneous information, and procedures for the 
transfer of pupil-generated content to a personal account, consistent with the functionality of services. Provider 
shall cooperate and respond within ten (10) days to the LEA’s request for personally identifiable information in a 
pupil’s records held by the Provider to view or correct as necessary. In the event that a parent of a pupil or other 
individual contacts the Provider to review any of the Pupil Records of Student Data accessed pursuant to the 
Services, the Provider shall refer the parent or individual to the LEA, who will follow the necessary and proper 
procedures regarding the requested information.
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Reset Form

No Disclosure: De-identified information may be used by the Provider for the purposes of development, research, and 
improvement of educational sites, services, or applications, as any other member of the public or party would be able to 
use de-identified data pursuant. Provider agrees not to attempt to re-identify de-identified Student Data and not to 
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to attempt re-identification, 
and (b) prior written notice has been given to LEA who has provided prior written consent for such transfer. Provider 
shall not copy, reproduce or transmit any data obtained under the Service Agreement and/or any portion thereof, 
except as necessary to fulfill the Service Agreement.

Data Security. The Provider agrees to abide by and maintain adequate data security measures, consistent with industry 
standards and technology best practices, to protect Student Data from unauthorized disclosure or acquisition by an 
unauthorized person.

Data Security. The Provider agrees to abide by and maintain adequate data security measures, consistent with industry 
standards and technology best practices, to protect Student Data from unauthorized disclosure or acquisition by an 
unauthorized person.

LEA shall provide data for the purposes of the Service Agreement in compliance with FERPA, COPPA, PPRA, and 
other applicable laws and Provider shall abide to the same.
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