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OverDrive utilizes firewalls, NSGs, vulnerability scans, and web proxies. A third-party performs an 
annual penetration test of OverDrive's internal and external systems. 

Student data (e.g., student ID numbers for authentication prior permitting the checkout of digital 
content (ebooks and audiobooks)), will be shared by LEA with OverDrive using LEA's District’s 
preferred method of Federated, LDAP, SSO, or other similar authentication protocol. OverDrive 
utilizes RBAC so that student data is only accessible to employees who need access in order to 
perform their job functions. Backups are performed regularly and backup data is stored at a secure 
off-site location. A third-party performs an annual penetration test of OverDrive's internal and external 
systems. 
 

Student-created content is not a supported function of Sora. 

Parents, legal guardians, and students can submit a request to review and correct their PII by 
emailing privacy@overdrive.com or by visiting OverDrive's Data Request Center located at 
https://company.cdn.overdrive.com/policies/data-request.htm.  As set forth in this Agreement, LEA 
owns all student data, so any such request received by OverDrive would be forwarded to LEA.    
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OverDrive utilizes RBAC so that student data is only accessible to employees who need access in 
order to perform their job functions.  OverDrive utilizes physical and technical access controls to 
protect data.  Physical access controls include ID badges, cameras, and access reviews.  Technical 
controls include password protection, network segmentation, and multifactor authentication.  

In the event that applicable PII is accessed or obtained by an unauthorized individual, OverDrive will notify the LEA’s 
designated contact within forty-eight hours following discovery of the incident. The notification will be in writing and 
will include:
 
• The school which was the subject of the breach.
• The type of information that was reasonably believed to be subject of the breach.
• If possible, the estimated date of the breach or date range of the breach.
• Whether the notification of breach was delayed as a result of a law enforcement investigation.
• A general description of the breach incident.

OverDrive complies with FERPA by not selling or sharing student data, and by giving parents, legal 
guardians, and students and avenue to review and correct their information.  

Please see our responses above. 
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