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�7KH�GDWD�¬
SHUVRQQHO��GHYLFHV��V\VWHPV��DQG�IDFLOLWLHV¬
WKDW�HQDEOH�WKH�RUJDQL]DWLRQ�WR�DFKLHYH¬
EXVLQHVV�SXUSRVHV�DUH�LGHQWLILHG�DQG¬
PDQDJHG�FRQVLVWHQW�ZLWK�WKHLU�UHODWLYH¬
LPSRUWDQFH�WR�RUJDQL]DWLRQDO�REMHFWLYHV¬
DQG�WKH�RUJDQL]DWLRQ·V�ULVN�VWUDWHJ\�

�¬

�7KH¬
RUJDQL]DWLRQ·V�PLVVLRQ��REMHFWLYHV�¬
VWDNHKROGHUV��DQG�DFWLYLWLHV�DUH¬
XQGHUVWRRG�DQG�SULRULWL]HG��WKLV¬
LQIRUPDWLRQ�LV�XVHG�WR�LQIRUP¬

F\EHUVHFXULW\�UROHV��UHVSRQVLELOLWLHV��DQG¬
ULVN�PDQDJHPHQW�GHFLVLRQV�

�7KH�SROLFLHV�¬
SURFHGXUHV��DQG�SURFHVVHV�WR�PDQDJH�DQG¬
PRQLWRU�WKH�RUJDQL]DWLRQ·V�UHJXODWRU\�¬

OHJDO��ULVN��HQYLURQPHQWDO��DQG�RSHUDWLRQDO¬
UHTXLUHPHQWV�DUH�XQGHUVWRRG�DQG�LQIRUP¬
WKH�PDQDJHPHQW�RI�F\EHUVHFXULW\�ULVN�

�7KH¬
RUJDQL]DWLRQ�XQGHUVWDQGV�WKH¬

F\EHUVHFXULW\�ULVN�WR�RUJDQL]DWLRQDO¬
RSHUDWLRQV��LQFOXGLQJ�PLVVLRQ��IXQFWLRQV�¬
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LPDJH��RU�UHSXWDWLRQ���RUJDQL]DWLRQDO¬
DVVHWV��DQG�LQGLYLGXDOV�

7KH�RUJDQL]DWLRQ·V�SULRULWLHV��FRQVWUDLQWV�¬
ULVN�WROHUDQFHV��DQG�DVVXPSWLRQV�DUH¬

HVWDEOLVKHG�DQG�XVHG�WR�VXSSRUW¬
RSHUDWLRQDO�ULVN�GHFLVLRQV�

7KH�RUJDQL]DWLRQ·V�SULRULWLHV��FRQVWUDLQWV�¬
ULVN�WROHUDQFHV��DQG�DVVXPSWLRQV�DUH¬
HVWDEOLVKHG�DQG�XVHG�WR�VXSSRUW�ULVN¬
GHFLVLRQV�DVVRFLDWHG�ZLWK�PDQDJLQJ¬

VXSSO\�FKDLQ�ULVN��7KH�RUJDQL]DWLRQ�KDV¬
HVWDEOLVKHG�DQG�LPSOHPHQWHG�WKH¬

SURFHVVHV�WR�LGHQWLI\��DVVHVV�DQG�PDQDJH¬
VXSSO\�FKDLQ�ULVNV�

�$FFHVV�WR¬
SK\VLFDO�DQG�ORJLFDO�DVVHWV�DQG�DVVRFLDWHG¬
IDFLOLWLHV�LV�OLPLWHG�WR�DXWKRUL]HG�XVHUV�¬
SURFHVVHV��DQG�GHYLFHV��DQG�LV�PDQDJHG¬

FRQVLVWHQW�ZLWK�WKH�DVVHVVHG�ULVN�RI¬
XQDXWKRUL]HG�DFFHVV�WR�DXWKRUL]HG¬

DFWLYLWLHV�DQG�WUDQVDFWLRQV�

�7KH¬
RUJDQL]DWLRQ·V�SHUVRQQHO�DQG�SDUWQHUV�DUH¬

SURYLGHG�F\EHUVHFXULW\�DZDUHQHVV¬
HGXFDWLRQ�DQG�DUH�WUDLQHG�WR�SHUIRUP�WKHLU¬

F\EHUVHFXULW\�UHODWHG�GXWLHV�DQG¬
UHVSRQVLELOLWLHV�FRQVLVWHQW�ZLWK�UHODWHG¬
SROLFLHV��SURFHGXUHV��DQG�DJUHHPHQWV�

�,QIRUPDWLRQ�DQG¬
UHFRUGV��GDWD��DUH�PDQDJHG�FRQVLVWHQW¬
ZLWK�WKH�RUJDQL]DWLRQ·V�ULVN�VWUDWHJ\�WR¬
SURWHFW�WKH�FRQILGHQWLDOLW\��LQWHJULW\��DQG¬

DYDLODELOLW\�RI�LQIRUPDWLRQ�

�6HFXULW\�SROLFLHV¬
�WKDW�DGGUHVV�SXUSRVH��VFRSH��UROHV�¬

UHVSRQVLELOLWLHV��PDQDJHPHQW¬
FRPPLWPHQW��DQG�FRRUGLQDWLRQ�DPRQJ¬
RUJDQL]DWLRQDO�HQWLWLHV���SURFHVVHV��DQG¬
SURFHGXUHV�DUH�PDLQWDLQHG�DQG�XVHG�WR¬

PDQDJH�SURWHFWLRQ�RI�LQIRUPDWLRQ¬
V\VWHPV�DQG�DVVHWV�

��0DLQWHQDQFH�DQG¬
UHSDLUV�RI�LQGXVWULDO�FRQWURO�DQG¬

LQIRUPDWLRQ�V\VWHP�FRPSRQHQWV�DUH¬
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SHUIRUPHG�FRQVLVWHQW�ZLWK�SROLFLHV�DQG¬
SURFHGXUHV�

7HFKQLFDO�VHFXULW\�VROXWLRQV�DUH�PDQDJHG¬
WR�HQVXUH�WKH�VHFXULW\�DQG�UHVLOLHQFH�RI¬
V\VWHPV�DQG�DVVHWV��FRQVLVWHQW�ZLWK¬
UHODWHG�SROLFLHV��SURFHGXUHV��DQG¬

DJUHHPHQWV�

$QRPDORXV�DFWLYLW\�LV�GHWHFWHG�DQG�WKH¬
SRWHQWLDO�LPSDFW�RI�HYHQWV�LV�XQGHUVWRRG�

�7KH�LQIRUPDWLRQ�V\VWHP�DQG¬
DVVHWV�DUH�PRQLWRUHG�WR�LGHQWLI\¬

F\EHUVHFXULW\�HYHQWV�DQG�YHULI\�WKH¬
HIIHFWLYHQHVV�RI�SURWHFWLYH�PHDVXUHV�

��'HWHFWLRQ¬
SURFHVVHV�DQG�SURFHGXUHV�DUH�PDLQWDLQHG¬

DQG�WHVWHG�WR�HQVXUH�DZDUHQHVV�RI¬
DQRPDORXV�HYHQWV�

��5HVSRQVH¬
SURFHVVHV�DQG�SURFHGXUHV�DUH�H[HFXWHG¬
DQG�PDLQWDLQHG��WR�HQVXUH�UHVSRQVH�WR¬

GHWHFWHG�F\EHUVHFXULW\�LQFLGHQWV�

�5HVSRQVH¬
DFWLYLWLHV�DUH�FRRUGLQDWHG�ZLWK�LQWHUQDO¬
DQG�H[WHUQDO�VWDNHKROGHUV��H�J��H[WHUQDO¬
VXSSRUW�IURP�ODZ�HQIRUFHPHQW�DJHQFLHV��

�$QDO\VLV�LV�FRQGXFWHG¬
WR�HQVXUH�HIIHFWLYH�UHVSRQVH�DQG�VXSSRUW¬

UHFRYHU\�DFWLYLWLHV�

�$FWLYLWLHV�DUH¬
SHUIRUPHG�WR�SUHYHQW�H[SDQVLRQ�RI�DQ¬

HYHQW��PLWLJDWH�LWV�HIIHFWV��DQG�UHVROYH�WKH¬
LQFLGHQW�

�2UJDQL]DWLRQDO¬
UHVSRQVH�DFWLYLWLHV�DUH�LPSURYHG�E\¬
LQFRUSRUDWLQJ�OHVVRQV�OHDUQHG�IURP¬

FXUUHQW�DQG�SUHYLRXV�GHWHFWLRQ�UHVSRQVH¬
DFWLYLWLHV�

�5HFRYHU\¬
SURFHVVHV�DQG�SURFHGXUHV�DUH�H[HFXWHG¬
DQG�PDLQWDLQHG�WR�HQVXUH�UHVWRUDWLRQ�RI¬

V\VWHPV�RU�DVVHWV�DIIHFWHG�E\¬
F\EHUVHFXULW\�LQFLGHQWV�
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�5HFRYHU\¬
SODQQLQJ�DQG�SURFHVVHV�DUH�LPSURYHG�E\¬
LQFRUSRUDWLQJ�OHVVRQV�OHDUQHG�LQWR�IXWXUH¬

DFWLYLWLHV�

�5HVWRUDWLRQ¬
DFWLYLWLHV�DUH�FRRUGLQDWHG�ZLWK�LQWHUQDO¬
DQG�H[WHUQDO�SDUWLHV��H�J���FRRUGLQDWLQJ¬

FHQWHUV��,QWHUQHW�6HUYLFH�3URYLGHUV��RZQHUV¬
RI�DWWDFNLQJ�V\VWHPV��YLFWLPV��RWKHU¬

&6,57V��DQG�YHQGRUV��
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Jeffrey Osborn
1. Specifies the administrative, operational and technical safeguards and practices in place to protect personally identifiable information that Contractor will receive under the contract;

Gimkit shall comply with all District and Board of Education policies as well as state, federal, and local laws, regulations, rules, and requirements related to the confidentiality of records and data security and privacy, including the District’s Parents’ Bill of Rights for Data Privacy and Security, annexed hereto. 

Additionally, We use industry best practices to securely store and transmit user information. Specifically, all Gimkit data is encrypted in motion. We force HTTPS on our site, which means that it is not possible for a third party to see data between the client side and Gimkit. Gimkit's data at rest is stored in a database, in which the only way to access it is by having Gimkit's database credentials.We force all web traffic on gimkit.com to use HTTPS. 

Jeffrey Osborn
and at rest

Jeffrey Osborn
Gimkit data is encrypted at motion and at rest under the highest current industry standards (TLS/SSL) 
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