
Technology Services 
1050 Main Street Roseville, CA 95678 

Phone (916) 771-1645  Fax (916) 771-1650 

Laura Assem, Executive Director of Technology 

Vendor Statement of Compliance 
Data Privacy and Protection 

This agreement is entered into between the ​   Roseville City School District   ​ (“LEA” or “District”) and 

____________________________________________________ (“Service Provider”) on _______________________ (“Effective Date”). 

WHEREAS ​, the LEA and the Service Provider entered into an agreement for Educational Technology 
services; 

WHEREAS ​, the LEA is a California public entity subject to all state and federal laws governing education, 
including but not limited to California Assembly Bill 1584 (“AB 1584”), the California Education Code, the 
Children’s Online Privacy and Protection Act (“COPPA”), and the Family Educational Rights and Privacy Act 
(“FERPA”); 

WHEREAS ​, AB 1584 requires, in part, that any agreement entered into, renewed or amended after January 
1, 2015, between a local education agency and a third-party service provider must include certain terms; 

NOW, THEREFORE, ​the Parties agree as follows: 

Section I: General - All Data 

1. PASSWORD SECURITY.​ All passwords are considered secure. Vendors may not disseminate any passwords
unless specifically directed by Educational or Technology Services management. Vendors will not provide
information concerning Admin accounts (ROOT Admin, container Admin, local NT administrator or Domain
administrator) or their equivalent to any persons. District personnel ONLY will disseminate this
information. Vendors will never create "back door" or "generic" user accounts on any systems unless
specifically directed to do so by LEA management.

Agree:   Yes    No

2. SYSTEM SECURITY.​ Unauthorized access to or modification of District systems including file servers,
routers, switches, NDS and Internet services is prohibited. Any attempt to bypass or subvert any District
security system, both hardware, and software is prohibited.

Agree:   Yes    No

3. PRIVACY​. The vendor will adhere to all provisions of the Federal Family Educational Rights and Privacy Act
(FERPA, 20 U.S.C. 123g), California Education Code and district policies regarding the protection and
confidentiality of data. At all times, the vendor will consider all data collected in the course of their duties to
be protected and confidential. Release of this data can only be authorized by Technology & Information
Services management and state and federal law.

Agree:   Yes    No
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Section I: General - All Data ​(Continued) 

4. REUSE ​: Vendors shall not copy, duplicate, sell, repackage or use for demonstration purposes any Roseville
City School District data without the prior, written consent of Educational or Technology Services
management.

Agree:   Yes    No

5. TRANSPORT​: Vendor must provide a secure channel (S/FTP, HTTPS, SSH, VPN, etc) for the District to
"push" data to the vendor and to extract data as required. Vendors will not have direct access to District
systems and will not "pull" data at any time.

Agree:   Yes    No

6. EXTERNAL SECURITY: ​ Vendor must attach to this document reasonable evidence that their system is
secure from external hacking and attacks. Devices such as firewalls and technologies such as NAT are the
minimum requirements. Active IDS or similar technology is preferred.

Agree:   Yes    No

7. INTERNAL SECURITY: ​Vendors must attach to this document reasonable evidence that their system is
secure from internal hacking and attacks. Describe the interactions vendor personal (or their
representatives) will have directly with District data. How is uploaded data from the District handled and
processed? Who has access to this data? What happens to the data after the upload is complete? What
security safeguards are in place to protected unauthorized access to District data? How are backup
performed and who has access to and custody of the backup media? How long are backup maintained; what
happens to the District data once the backup is "expired"? If any data is printed, what happens to these
hard copy records?

Agree:   Yes    No

8. DISTRICT ACCESS: ​Vendor must provide a secure means (see Item 5 above) for the District to extract ALL
data from the vendor system. This can either be an online extraction tool or a vendor-provided extract as
needed by the District (not to exceed quarterly). Describe the means and format of the data (delimited,
Excel, MDB, SQL Dump).

Agree:   Yes    No

9. TERMINATION:​ Upon termination of this agreement as provided herein, the vendor will permanently
delete all customer data from their system as allowed by state and federal law.  Vendor may be required to
certify the destruction of LEA data within 90 days of contract termination.

Agree:   Yes    No
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Section II: AB1584 Compliance - Student Information Only 

1. Vendor agrees that the Roseville City School District retains ownership and control of all student data.

Agree:   Yes    No

2. Vendor must attach to this document a description of how student-created content can be exported and/or
transferred to a personal account.

Agree:   Yes    No

3. Vendor is prohibited from allowing third-parties access to student information beyond those purposes
defined in the contract.

Agree:   Yes    No

4. Vendor must attach to this document a description of how parents, legal guardians and students can review
and correct their personally identifiable information.

Agree:   Yes    No

5. Vendor will attach to this document evidence how student data is kept secure and confidential.

Agree:   Yes    No

6. Vendor will attach to this document a description of procedures for notifying affected parents, legal
guardians or eligible students when there is an unauthorized disclosure of student records.

Agree:   Yes    No

7. Vendor certifies that student records will not be retained or available to a third party once the contract has
expired or is canceled (See Page 2, Item 9).

Agree:   Yes    No

8. Vendor will attach to this document a description of how they and any third party affiliates comply with
FERPA.

Agree:   Yes    No

9. Vendor and its agents or third parties are prohibited from using personally identifiable information from
student records to target advertising to students

Agree:   Yes    No
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Section III: SB 1177 SOPIPA Compliance - Student Information Only 

1. Vendors cannot target advertising on their website or any other website using information acquired from
students.

Agree:   Yes    No

2. Vendors cannot create a profile for a student except for school purposes as defined in the executed
contract.

Agree:   Yes    No

3. Vendors cannot sell student information.

Agree:   Yes    No

4. Vendors cannot disclose student information unless for legal, regulatory, judicial, safety or operational
improvement reasons.

Agree:   Yes    No

5. Vendors must attach to this document evidence of how student information is protected through
reasonable security procedures and practices.

Agree:   Yes    No

6. Vendors must delete district-controlled student information when requested by the District.

Agree:   Yes    No

7. Vendors must disclose student information when required by law, for legitimate research purposes and for
school purposes to educational agencies.

Agree:   Yes    No

As an authorized representative of my organization, I accept the conditions listed in this document. 

___________________________________________________________ ___________________________________________________________ 
Print Name Print Name (Roseville City School District) 

___________________________________________________________ ______________________________________12/13/23_______ 
Signature, Date Signature, Date (Roseville City School District) 

Page 4 of 6 

Laura Assem, Executive Director of Technology 

Laura Assem

12/14/2023



Technology Services 
1050 Main Street Roseville, CA 95678 

Phone (916) 771-1645  Fax (916) 771-1650 

EXHIBITS 

Section 1.6: External Security 

Section 1.7: Internal Security 

Section II.2: Exporting of Student-Created Content 

Section II.4: Review and Correcting Personally Identifiable Information (PII) 
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EXHIBITS 

Section II.5: Securing Student Data 

Section II.6: Disclosure Notification 

Section II.8: Family Educational Rights and Privacy Act (FERPA) Compliance 

Section III.5: How Student Data is Protected: 

Page 6 of 6 

Laura Assem, Executive Director of Technology 


	Service Provider on: McGraw Hill, Inc.
	Effective Date: 12/13/2023
	Print Name: Amy Kanjuka
	Print Name Roseville City School District: 
	Password Security: Yes
	System Security: Yes
	Privacy: Yes
	Reuse: Yes
	Transport: Yes
	External Security: Yes
	Internal Security: Yes
	District Access: Yes
	Termination: Yes
	AB1584_1: Yes
	AB1584_2: Yes
	AB1584_3: Yes
	AB1584_4: Yes
	AB1584_5: Yes
	AB1584_6: Yes
	AB1584_7: Yes
	AB1584_8: Yes
	AB1584_9: Yes
	SB1177_1: Yes
	SB1177_2: Yes
	SB1177_3: Yes
	SB1177_4: Yes
	SB1177_5: Yes
	SB1177_6: Yes
	SB1177_7: Yes
	Section 1: 
	6 External Security: The McGraw Hill Network infrastructure offers:
• Multiple, monitored firewalls
• Intrusion detection systems
• Intrusion prevention systems
• SIEM
• 24x7x365 SOC
• Denial of service monitoring and remediation

	7 Internal Security: Access to production systems is tightly controlled through SRE RBAC (Role Based Access Control) privilege escalation.  All access of production systems is audited, with a ticket process required to inspect or modify customer data.  Only Level 3 support, Database Administration/Engineering, and Site Reliability Engineers are authorized to access.  There are three broad levels:  read-only access, read-only access w/ PII, and Full access.  Note that PII tables/columns are encrypted and permissions only granted to those tables via privilege escalation. 

McGraw Hill uses TLS 1.2+ to encrypt all data and transmissions in transit. Data at rest is stored in critical databases that are encrypted using AES-256 algorithms and ciphers. 

McGraw Hill, Inc. utilizes the most up-to-date security systems and 24/7 monitoring. McGraw Hill, Inc. also has very strict internal processes to safeguard customers’ data, and all applications are built in compliance with federal regulations including FERPA. System penetration testing, vulnerability management and intrusion prevention is managed in conjunction with our third-party infrastructure provider. The application logs security-relevant events, including information around the user, the date/time of the event, type of event, success or failure of the event, and the seriousness of the event violation. User authentication communication and storage is protected by 256-bit advanced encryption standard security

McGraw Hill leverages a real-time data redundancy solution that provides point-in-time fault tolerance and disaster recovery capabilities. The service ensures data protection across geographies and infrastructure to ensure service availability in the event of catastrophic failure. All McGraw-Hill services support a robust backup scheme featuring a periodic rotation of full backup sets to archival storage in remote facilities. Backups undergo periodic restoration into a development environment to certify their coherence and completeness while exercising scripted restoration and recovery systems validating both the back-up itself and the restoration process generally. All archival copies of service data are protected in a similar fashion to the production system data, including encrypted storage with limited key pair access to the stored data. A multi-tiered backup system ensures the long-term archive of district data. All backups are disk based via AWS services. Only AWS has physical access to the disks. Storage for archival copies is distributed across geographic regions ensuring the nonvolatile preservation of critical data. Data is purged using AWS automation tools to purge backups and snapshots. McGraw Hill will automatically purge student personal information after three years of inactivity. Schools may request deletion of personal information at any time by emailing privacy@mheducation.com or submitting the request via the following online form: https://mheducation.com/privacy/privacy-request-form. In addition, schools may request a data extract for students, allowing them to maintain data exported according to their own specified timelines. No data is printed.


	Section II: 
	2 Exporting Student Created Content: Data is exported via scheduled SSH File Transfer Protocol (SFTP) or manually upon request. Data is 
      available in .CSV format.

	4 Review Correcting PII: As an end-user, you may have the rights to access, export, be informed about, rectify, object to the further processing of, restrict the processing of, withdraw consent to the processing of, and erase your personal information.
If you are or were a student, instructor, or administrator at an educational institution using a McGraw Hill digital product, you must direct any requests to exercise your data subject rights to the appropriate representative at your institution. Otherwise, you may reach out to McGraw Hill directly on the requests below:
1. Access and rectification – We strive to ensure that the PII we have about you is accurate and current. You may obtain confirmation as to whether or not PII concerning you exists, regardless of whether PII has already been recorded, and be communicated such information in a readily understandable form.
2. Choice & Objection to processing – With limited exceptions, you may choose to change how we use your PII at any time. However, if the PII is required in order to provide you with the service or process a transaction, you may not be able to opt-out without canceling the transaction or service. You may object, in whole or in part, on legitimate grounds, to the processing of your PII, even where such processing is relevant to the purpose of the collection. Please know that if we do receive a request to objection to the further processing of your information, you may no longer be able to access or use the digital learning solution.
3. Withdraw consent – Your educational institution is responsible for obtaining your consent, where required. McGraw Hill obtains consent from your institution to collect, process, and store your PII.
4. Restriction of processing: In specific cases (e.g., if you challenge the accuracy of the PII, while this is being checked), you can request a restriction on the processing of your PII, which can only be processed to file or defend claims.
5. Information – You have the right to be informed a) of the source of the PII; b) of the purposes and methods of the processing; c) of the logic applied to the processing, if processing is carried out with the help of electronic means; d) of the identity of the data controller and data processors; and e) of the entities or categories of entities to whom the PII may be communicated and who may have access to such PII in their capacity as data processor(s) or person(s) in charge of the processing.
6. Data portability – You have the right to export your PII from our systems in a readily accessible file type.
7. Erasure – You may request erasure, anonymization or blocking of a) PII that have been processed unlawfully; b) PII whose retention is unnecessary for the purposes for which it has been collected or subsequently processed. You can obtain certification to the effect that such operations, as well as their contents, have been notified to the entities to whom the data were communicated, unless this requirement proves impossible or involves a manifestly disproportionate effort. Since your educational institution has hired us to manage this information for them, we ask that you or your parent make any request to delete your information directly to your school. Please know that if we do receive a request to delete your information, you may no longer be able to access or use the digital learning solution.
For more information, visit our Privacy center: https://www.mheducation.com/privacy.end-user.html?ot-policy=end-user

	6 Disclosure Notification: As per our Privacy Notice (https://www.mheducation.com/privacy.end-user.html?ot-policy=end-user), McGraw Hill is a service provider to the institutions that serve students. We will notify the current distrit contact on file within 72 hours of confirmed breach that impact's the district's data unless prohibited by ongoing law enforcement investigation. We do not communicate directly with parents, legal guardians, or students. 
	5 Securing Student Data: McGraw Hill, Inc. utilizes the most up-to-date security systems and 24/7 monitoring. McGraw Hill, Inc. also has very strict internal processes to safeguard customers’ data, and all applications are built in compliance with federal regulations including COPPA and FERPA. System penetration testing, vulnerability management, and intrusion prevention is managed in conjunction with our third-party infrastructure provider. The application logs security-relevant events, including information about the user, the date/time of the event, the type of event, the success or failure of the event, and the seriousness of the event violation. User authentication communication and storage is protected by 256-bit advanced encryption standard security. McGraw Hill, Inc. employs Role-Based Access Control (RBAC) and the Principle of Least Privilege (PoLP) when provisioning access to its infrastructure and technology. All access follows approval flows and is logged and audited. The McGraw Hill, Inc. Cybersecurity and Privacy Teams maintain a 24x7 security incident process and a confidential Incident Response Plan along with standard operating procedures for handling security incidents and notifications.  McGraw Hill and the infrastructure that hosts McGraw Hill, Inc. digital product resides in AWS, which is physically located in Amazon’s data centers, which are all SOC 2 compliant. 

For more information, visit our Privacy center: https://www.mheducation.com/privacy.end-user.html?ot-policy=end-user
	8 FERPA: The McGraw Hill LLC FERPA policy is included in our Terms of Service which is available online here: https://www.mheducation.com/terms-service.html

	Section III: 
	5 How Student Data is Protected: McGraw Hill, Inc. utilizes the most up-to-date security systems and 24/7 monitoring. McGraw Hill, Inc. also has very strict internal processes to safeguard customers’ data, and all applications are built in compliance with federal regulations including COPPA and FERPA. System penetration testing, vulnerability management, and intrusion prevention is managed in conjunction with our third-party infrastructure provider. The application logs security-relevant events, including information about the user, the date/time of the event, the type of event, the success or failure of the event, and the seriousness of the event violation. User authentication communication and storage is protected by 256-bit advanced encryption standard security. McGraw Hill, Inc. employs Role-Based Access Control (RBAC) and the Principle of Least Privilege (PoLP) when provisioning access to its infrastructure and technology. All access follows approval flows and is logged and audited. The McGraw Hill, Inc. Cybersecurity and Privacy Teams maintain a 24x7 security incident process and a confidential Incident Response Plan along with standard operating procedures for handling security incidents and notifications.  McGraw Hill and the infrastructure that hosts McGraw Hill, Inc. digital product resides in AWS, which is physically located in Amazon’s data centers, which are all SOC 2 compliant.
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